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Windows Server 2012 R2
Windows Server 2012

Windows Server 2008 R2
Windows Server 2008
Windows Server 2016

CVE-2021-1675 oy 5las" s>l Windows Server, version 20H2

L YA
(PrintNightmare) )9S Windows Server, version 2004

Windows Server 2019

Windows 8.1
Windows 7
Windows 10
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HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\Printers\
PointAndPrint\NoWarningNoElevationOnInstall
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./ Local Group Policy Editor - a X
File Action View Help
o 2 = EHm Y
=/ Local Computer Policy _J‘ Printers e
v % Computer Configuration T 5
) Software Settings Allow “PrintbmSpoohr to accept client  Setting State
> ) Windows Settings LTt Z] Activate Internet printing Not configured
v . Administrative Templates Edit policy settin 2] Add Printer wizard - Network scan page (Managed network) Not configured
: policy setting
1 Control Panel i) Add Printer wizard - Network scan page (Unmanaged network) Not configured
. Network Requirements: (2] Allow job name in event logs Not configured
_ Printers At least Windows Server 2003 B Allow Print Spooler to accept dient connections Disabled
1 Server Description: \iz] Allow printers to be published Not configured
| Start Menu and Taskbar This policy controls whether the print ) Allow pruning of published printers Not configured
| System spooler will accept client connections. i) Always rasterize content to be printed using a software rasteri.. Not configured
d W'"dO‘fﬁ Components Wi e i e o ok iz Always render print jobs on the server Not configured
| All Settings enabled, the spz;oler will alsays iz, Automatically publish new printers in Active Directory Not configured
v & User Configuration accept client connections. |z, Change Microsoft XPS Document Writer (MXDW) default out..  Not configured
 Software Settings ) 2] Check published state Not configured
- :/dmdows SemnTgs . ;Nh:e:he ﬁ:l;yalcscdls:l::.e:;:he \iz] Computer location Not configured
wii {
SAdministrative fempiates c'::mm.ons nor a":a users to share  i2 Custom support URL in the Printers folder's left pane Not configured
printers. All printers currently shared i) Directory pruning interval Not configured
will continue to be shared. 2] Directory pruning priority Not configured
The spooler must be restarted for * ?re:lory prur'ung retq" A ot conguradd v
(hangeS to (hls pollcy to take e‘fe(' e e alloww inetallatinn Af nrintare 1icina barmal . mada Ariviare Nat Fanfinirad 5
 Extended AS(andard/
32 setting(s)
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:PowerShell ; Command line slalal, ,o Print spooler ywg,w 0,5 Jld e

Command line: net stop spooler && sc config spooler start=disabled

PowerShell: Stop-Service -Name Spooler -Force Set-Service -Name Spooler -
StartupType Disabled
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[\] https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1675

[v] https:/docs.microsoft.com/en-us/defender-for-identity/cas-isp-print-spooler

[¥] https://doublepulsar.com/zero-day-for-every-supported-windows-os-version-in-the-
wild-printnightmare-b3fdb82f840c

[f] https://blog.truesec.com/2021/06/30/exploitable-critical-rce-vulnerability-allows-
regular-users-to-fully-compromise-active-directory-printnightmare-cve-2021-1675/
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